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Security Questions

The purpose of the (optional) Security Questions feature is to add another layer of security to the

CAREWare system, beyond the standard combination of a user name and password. When a user’s

account has been unlocked and the password reset, the first login after the password reset will prompt

the user to answer one (or more) of the Security Questions before the login will be complete and access

to CAREWare data is returned. If the user fails to answer the questions correctly, the account will be

locked again.

The Central Administrator is responsible for setting up the pool of questions that users can choose from,

and also for setting the number of questions that must be answered correctly before login after a

password reset is completed. The Central Administrator also sets the maximum number of attempts a

user gets to answer a question correctly (1 or more). Central administrators will also have the ability to

completely reset a user account in the event that the password is reset and security questions cannot be

answered correctly.

Users are responsible for choosing which of the security questions they will use and for setting an

answer to each. Each user must choose three security questions and give three answers.

Setting up the Security Questions (Central
Administrator)

When logged in to the Central Administration
domain, there is a new button on the
Administrative Options menu, called Advanced
Security Options.

If the button is not active, the Central
Administration user may need to add the
permission to his/her Central Administration
account using the Provider/User Manager.

The Security Question Administration
permission is found in the Advanced Security
Options section of the Administration
Permission Group. There are two components
of the Advanced Security Section, Global User
and Security Question Admin. Right click on
Security Question Admin and choose Grant to

Administrative Options

PBrovider/User Manager

Lab Test tapping Tool

Setup \Wizard

Advanced Encryption Optiong

LContracts

Buziness Tier Diagnostics

Grantee Setup

Change Log Operations

Clinical Encounter Setup

Backup

Custom Features

Swyztern Information

Client Matching Setup

Pharmacy Supplier

Pravider Data Inport

Performance Measures

Custom Feport Field Setup

Field Merge

BSRE Export

SF Impart Manager

Email Alert Scheduler [Beta)

Adwvanced Security Dptions

Back to Main Menu

activate this feature. (The Global User feature will be discussed in another section of this guide).
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When done granting permissions, click on the F1-
Save button and Close to return to the
Administrative Options menu where the Advanced
Security Options button should now be activated.

Click on the Advanced Security Options button and a
new screen will appear with two options available,
Security Questions Admin and User Group Admin
(Reports). (The User Group Admin feature is
described in another section of this guide).

Choose the Security Questions Admin button to
open the screen that is used to setup the pool of
guestions that will be used for this feature.

To add a list of questions type the F1 key or click on
the Add New Question link, then type in the
qguestion in the box that opens at the top of the
screen.

Click on Save to save the question and add it to the

© Pemission

ion Section

e

52 Change Business Tier Password

52 Change Encryption Key

2 Show/Hide Encrypted Fields in cw_cliert

52 Global User

Admi

EaView Annual Custom

52 View annual Part C dat
E2View HIV Status

S View Insurance,/Pover
G2 View Quartery Custom
e View Quartery Data

I

Grant Section l
I

Revoke Section I
Grant Group |
I

Revoke Group

Advanced Encryption Options
Advanced Encryption Options
Advanced Encryption Options
Advanced Security Options
Advanced Security Options

Grant

G2 View Appointment/Order

tments/Orders

-

Advanced Security Options

Security Questions Admin

Izer Group Admin [Reportz)]

Cloze

list. Repeat the process until there is a satisfactory list of questions available for users to choose as their

Security Questions. When finished with this task the screen will look something like the example below.

Security Question Administration

Huestion:

Security Admin |
F1: Add Mew Question

F2: Edit Question
F3: Settings

Del: Delete Question

Ezc: Cloze

Questions

wihat iz your favarite color?

What was the name of your first pet?

Wwhat waz your paternal grandmother's first name’y
Wwhat iz wour Favorite book?

In what state waz your mather born?

Wwho is vour Farvoribe riuzical artist?

Wwhat iz wour Favarite TV gshow?

Wwhat elementary zchool did you attend?

wihia iz your Favarite author?

Now click on the Settings link, (or type the F3 key) and a new window will appear that allows the Central

Administrator to set the number of Security Questions that a user will have to answer when logging in to

CAREWare for the first time in the event their account has been unlocked and their password reset. This
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is also where the Central Administrator can set how many chances a user has to answer the questions

correctly.
Security Question Admin - Settings Must be between 0-3.
P To turn on the feature
! # of questionz uzers are required to anzwer [0 to dizable] | O < enter1,2or3

M ax failed attempts before lockout | 3 <

Must be >=1
Save ‘

Cancel |

Changing the value in the first box (# of questions users are required to answer) from zeroto 1, 2 or 3
turns on the Security Question feature. If the value is left at O (zero), even though a list of security
guestions has been added, the feature will not be active.

The number entered in the box determines how many questions a user will be required to answer if
their password has been reset. For example, if the Central Administrator sets this number to 1, the user
will just need to answer one question to complete a successful login after a password reset.

The number in the second box determines how many failed attempts to answer the security questions
will be allowed. For example, if the number of questions to answer is set to two, and the number of
failed attempts is set to two, the user can miss one question twice, or each question once before the
account will be locked again.

When the numbers have been entered in to the Setting boxes, click Save to return to the Security
Question screen.

To edit a question in the list, highlight it and click the Edit Question link or type the F2 key. The question
will appear again in the Question

Security Question Administration

box at the top and can be revised

Security Admin uestion
. .
there. Click Save to save the edits [
. : I
made to the question. FI:adden Husston ‘
F2: Edit .Questlon T |
X . F3: Settings ‘what iz your favorite calor?
To delete a question from the list, Wwhat was the name of your first pet?
Del: Delete Question ‘what was vour paternal grandmother's first name?
H i i whhat iz your favorite book?
hlghllght It and press the Delete key Ezc: Cloze In what state was your mother barn?

Wha iz pour Favorite musical artist?
Wwihat iz your favorite TV show?

‘what elementary school did you attend?
Wha iz pour Favarite author?

or click on the Delete Question link.

If the deleted question is in use by
any user as a selected security
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guestion, the user will be required to select a new security question on first login after the deletion.

When satisfied with the list of Security Questions, and after turning on the feature in the Settings
screen, click the Close link to close the screen and save the questions. Click Close again on the Advanced
Security Options menu to return to the Administrative Options menu and then back to the Main Menu.

Security Questions and the CAREWare User

After the Security Question feature has been activated by the Central Administrator, users will be
prompted to select three Security Questions and enter answers to the selected questions. This will
happen the first time a user logs in after the feature has been activated. It will also happen the first
time a new user logs in to CAREWare.

On first login after Security Questions have been activated, the user will see the Main Menu as usual,
but all the buttons except My Settings, Log Off and Exit will be grayed out (inactive). There will be a
warning icon next to the My Settings button. Hovering over the icon will bring up a message box that
says “Your account requires security questions to be set up.” Click on the My Settings button to proceed.

Main Menu

Add Client

Department of Health and Human Services Eind Client

Fard vd 344
vaau - My Settings 92 Administrative alams.,

Health Resources and Services Adminis!

| Change My Pazzwaord

Change My Contact [nfo Ahout CARE W are
Security Questions %]
Back To Main Menu |\"0ur account requires Security Challenges to be set up

Eefresh Messages

Fapid Service Entry

Log OFf

Exit

The My Settings menu will open. It has a new button on it labeled Security Questions. Click on the
Security Questions button.

This will open the My Security Questions screen. To choose a question, open the dropdown list of the
Question 1 box. Select a question by highlighting and clicking on it. Then type in an answer in the
Answer box. The answer is not case sensitive and it may contain spaces or other punctuation.

Repeat these steps to choose and answer Questions 2 and 3.
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My Security Questions

T Three different questions must

be selected and each must

Question1: have an answer
|What was the name of your first pet? j ’

¢ ArEwer; .
Tieey When done, click on Save or
press the F1 key.

Ruestion 2- . .
hat s your Favarte color? = Click on the Back to Main Menu
Answer: button on the My Settings
|green screen.

Question 3: The buttons that usually are
|What was your paternal grandmother's first name? j available on the Main Menu
ArEwer; . . .
iod will now be active again, and

the user will have access to
other CAREWare features.

Users can change or review their Security Questions and answers at any time by returning to the My
Security Questions screen through the My Settings menu.

Once the security questions have been activated by Central Administration and chosen by users, they
will be used to verify the identity of the user when the administrator has reset the password.

When the user logs in to CAREWare with the new password, one or more Security Question Challenge
windows will appear, asking the security questions previously selected.

Security Question Challenge

what waz the name of pour first pet?

Subrnit Cancel |

Users may be required to answer more than one security question, depending on how many are

required by the Central Administrator. CAREWare cycles through the stored questions in order, even
when there are more stored questions than required at login. For example, if a user stores three
qguestions but is only required to answer two, she will answer questions 1 and 2 the first time her
password is reset and questions 3 and 1 the second time.
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Although not case sensitive the answer must otherwise match the stored answer exactly. If the
guestions are answered correctly, the user will be allowed to log in to CAREWare as usual.

If the user enters the wrong answer, the question is repeated. If the number of incorrect answers
exceeds the number allowed, the account will again be locked. A window will appear notifying the user
that he/she has exceeded the maximum allowed attempts and the account is now locked.

5 5
Account Locked Iﬁ

You have exceeded the maximum allowed attempts; this account is now locked.
Contact an administrator for further assistance.

It is important to understand that the number of allowed attempts (or wrong answers) is the total
allowed for all security questions. For example: users are required to answer 3 questions and the
maximum tries is set to 3. The users will need to answer each of their 3 personal questions correctly. If
they give 3 incorrect answers total (not 3 per question, 3 total wrong answers) before they give the
correct answer to all 3 of their questions, then their account would be locked.

Central administrators will have the ability to completely reset a user account in the event that the
password is reset and security questions cannot be answered correctly. This will delete all user
questions and treat the user as a brand new user. The Central Admin will set a temporary password for
the user and the user will be required to select 3 security questions when they log in.

The Central Administrator resets the user account, including the Security Questions, through the
Provider/User Manager in the Central Administration domain.

In the Provider/User Manager, under Real-Time Providers, select the Provider Domain of the user in
question.

<2 ABC HIV Services's Users and Permissions

Open the Provider Domain (double click on e Deome Filr Text_

the name or right-click and choose View o e A S

. =5 Users

Prowder). & BECKIE (BISHOP, BECK])
ﬁ CWTEMP (TEMP., CW)
1€ REGIONAL (Admin, Reggie)

g

Expand the list of Users, and select the user o 5 s Farerinto
whose account will be reset. e Rl R i e R
45 ABC HIV Services Pemmissions Add Group Permissions to User...
Change Password For User
Right-click on the user name and select Reset - ResetSecurty Challenges For User
. . Manage Report Field Restrictions
Security Challenges for User from the list. e T




A Confirm Delete window will appear to verify this action. Click OK to confirm the deletion.

Confirm Delete

Are wou sure vou want bo deleke all Secority Challenges For TTHUME 7 User will be required bo set up Security Challenges upon next login,

OF | Cancel

A Quality Check window will appear stating that Security Challenges have been reset. Click OK.

Reset the password for the user again (if necessary) by selecting this option from the right-click menu
while highlighting the user name. Type in the new password for the user (twice) and click Change
Password button. Click OK on the Password Has Been Reset notice.

Click Close and Close again to exit the Provider/User Manager.

The effected user will be prompted to choose three security questions and answers again upon logging
in with the new password.

Unlock Users at the Provider Level

CAREWare can now be set up to allow users to be unlocked at the Provider Level. The permissions of
Change Users Password and Lock/Unlock Users have been added as ones that can be granted to the
Provider Domain and to Users in that Provider Domain. The permissions must be granted originally
through the Provider/User Manager in the Central Administration domain. Once granted, a local
provider administrator will be able to lock and unlock users and reset passwords when necessary. (Note

that users will be required to

2 PA HIV Services's Users and Permissions

. Filter Text
answer Security Challenge TEms o o
. 5 % PAHIV Senvices  Pemmission | L Pemission Section | Permission Group
Questions after a passwo rd reset; £3 Users < Add Templates User Manager Adminigtration
457 User Groups ® Add Users User Manager Administration
User Permissions @ Change Users Password User Manager Administration
see a bOVe ) . @ Group Pemissions < Delete Templates User Manager Administration
Ewort Adaptors < Edit My Settnge User Manager Admiristration
B E 2“’ Services Pemissions < Edit Templates User Manager Administration
. . il e < Grart/Merge/Revoke/Replace Pemmissions  User Manager Adminisiration
To enable this feature, login to the 13 Domai Vi Fepor Feds (207 f 209 gLk Uses Adneiision
@ Manage User Groups Grant Administration
o e . . <% Open User Manager Grant Section Administration
Central Administration domain and S Remove Ui Admition
<O View/Clear User Log Alam Revoke Section Administration
.. B . < View/Edit Settings Grant Group Administration
choose Administrative Options, and S Gonrte Som cgo00d] ey pot Repots
<S> Edit System Info - Administration
H <0 View System Info System Info Administration
Provider/User Manager. Expand S oaee s et vt ot St poibwind
h I . . d . d % Creats S&F Bxport Fie Store and Forward Export Administration
- <O Recreate: Bxports Store and Forward Export Administration
the Rea TI me P roviders section an <G View SA&F Export Log Store and Forward Export Admiristration
. . < Edit Vital/Enrolment Status Status/Eligibiity Data Ertry
open the Provider domain where < View Vial/Enroliment Status Status/Bigibilty Data Entry
% Run Sponsored Custom Fields Wizard Sponsored Custom Fields Administration
. . . <3 Setup peformance measures Sponsored Custom Fields Administration
the permissions will be granted. S Fan ervs Dot aparts Semice Dt Feports Fepots
< Add/Edit Amount Received Service Data Entry
2 Add/Edit Service Records Service Data Entry
. . . < Delete Amount Received Service Data Entry
52 Delete Service Records Service Data Entry
FIrSt grant permISSIons to the <5 Edit Custom Service Data Service Data Entry.

Provider. Expand the Provider’s
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Permissions section and highlight Provider Permissions. In the Administration Permission Group, under
the User Manager Section are the two new permissions, Change Users Password and Lock/Unlock User.
Right-click on each new permission and choose Grant from the right-click menu. Click on Save to save

the changes to the Provider Permissions.

After permissions to Change Users Password and Lock/Unlock Users have been granted to the Provider,
the same permissions must be granted to one or more users in that Provider domain.

Move to the Users section, expand the list of Users and select the Individual Permissions Section under
the user who will be acting as the provider administrator.

2 PA HIV Services's Users and Permissions

N

€ REGIONAL (Admin, Reggie)
- TESTER1{ONE. TESTER)
(-4 User Groups

- User Pemissions
- Group Pemissions

Export Adaptors
- 48 PA HIV Services Permissions

@ Manage User Groups

2 Open User Manager

%2 Remove Users

g View/Clear User Log Alam
e View/Edit Settings

User Manager
User Manager
User Manager
User Manager
User Manager

F1: Save Esc: Close Filter Text:
User Manager
-4 PAHIV Services Permission | | Pemission Section @ Pemission Group
EI@ Users 2 Add Templates User Manager Administration
€ BECKIB (BISHOF, BECKI) £ Add Users User Manager Administration
ﬁ CWTEMP (TEMP, CW) @ Change Users Password User Manager Administration
ﬁ PAHSADWN [Ad”'_'inj Pahs) 2 Delete Templates User Manager Administration
Effective Pemissions e Edit My Settings User Manager Administration
g ﬁg:;al e <% Edit Templates |User Manager Administration
e Grant/Merge/Revoke/Replace Pemissions User Manager Administration

Grant

Grant Section

Revoke Section
Grant Group

Revoke Group

Type User Manager in the Filter Text box at the top of the Permission List to quickly find Permission
Section that contains the new permissions. Right-click on one of the new permissions and choose Grant
Section to add all the new User Manager permissions to this user. An alternate approach is to add the
permissions to a User Group (say for a Provider Administrator) and then make the user a member of the

User Group.

When finished, click on Save. Now this
user at this provider will be able to
manage the tasks of unlocking users
and resetting passwords. The user is
now a Provider Administrator.

Now, when a user at the provider site
gets locked out of CAREWare because
of a forgotten or mistyped password,
the new Provider Administrator can
unlock the user’s account and reset
the password (prompting the Security

2 Provider/User Manager

Esc: Close

Filter Text:

=483 PAHIV Services
£ Users

€ BECKIB (BISHOF, B
i

PAHSADMIN
€ REGIONAL (Ad

&€ TESTER1(ON

[-48% User Groups

[ User Permissions

- Group Pemissions

Export Adaptors

485 PA HIV Services Pe

—

ECKI)

Al

Edit User Info

Remove User

Replace User Permissions With Group Permissions...

Add Group Permissions to User..

Change Password For User

Reset Security Challenges For User
Manage Report Field Restrictions

Undo User Lockout

Questions feature—see above)
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without needing to call a Central
Administrator.

To do this, open the Provider/User Manager
from the Administrative Options menu, and
locate the locked account by expanding the list
of users. To unlock the user, right-click on the
user name and choose Undo User Lockout
from the right-click menu.

Once the user is unlocked, right click again on
the user name and select Change Password for
User. The Password Reset screen will appear.

%% Provider/User Manager

Esc: Close

Filter Text:

-4 PAHIV Services
=4 Users
- € BECKIB (BISHOP, BECK)
=6
€ PAHSADMIN {Admin, Pahs)
- REGIONAL (Admin, Reggie}
- TESTER1{ONE, TESTER)
-ff% User Groups
[l User Permissions
Group Permissions
Export Adaptors
=48 PAHIV Services Permissions

EAREIRES

Change User Password

Change Password | Cancel
\

User:

[owTEMP

Mew Password:

Repeat New Password

To change the password, type in a new password in the two available boxes, select Change Password,

and then select OK on the Quality Check window.

Click on Save and then Close to end the Provider/User Manager session.

If Security Questions have been enabled the person whose password was reset will be prompted to

answer one or more security questions before the login with the new password will be completed.

In addition to the method for unlocking users and resetting passwords through the Provider/User

Manager as described above, the Provider Administrator will have another option available. This is

through a new button on the Administrative Options menu called User Administration. Administrators

at the provider level, with permissions, will also be able to reset a user’s security questions from this

screen, just as Central Administrators can do.

The User Administration screen also gives access to the Report Field Restrictions feature of CAREWare,

discussed in the next section of this guide.
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Administrative Options

Setup Wizard

L zer Adminizstration

Frovider/Jser Manager

Employee Setup

Cugtom Features

Suztem Information

LContracts

Clinical Encounter Setup

HOPFwWA Setup [Beta)

Change Provider Logo

International O ptions

Scheduler Setup

HLY Client b apping

Regimen Setup

E xport Menu

Pharmacy Supplier

Frowider [ata Impart

Performance Measures

Back to Main Menu
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Restriction of Pll in Custom and Canned Reports

This new feature of CAREWare allows administrators to restrict users’ access to fields in custom reports
on a field-by-field basis. It also adds the capability to restrict the Personal Identifying Information (PIl)
that can appear in CAREWare’s built-in reports.

Report restrictions are managed via permission ‘Groups’ that can be configured via the Advanced
Security Options menu or through the Provider/User Manager at the Central Administration level and
through the User Manager button or Provider/User Manager at the Provider Domain level.

Each canned report that shows PIl has a new check box to “Hide PII Fields”. For users whose access to
PIl in reports has been restricted by administrators, this check box will be automatically checked and
deactivated so that it cannot be unchecked. Users whose permissions allow Pll to show in reports can
elect to check this box before running a canned report. When Pll are hidden in canned reports, fields
that have been designated as PIl, such as name or date of birth, will show as asterisks in the report. The
encrypted URN will be added to the canned reports to provide a protected client identifier. Note that
administrators define the set of fields that are considered Pll for this purpose by modifying the PII
Restricted Group as described below.

In custom reports, a user may add restricted PII fields to the field selections in a report. But when the
report is run the PIl fields will be replaced with asterisks if the user’s report group assignment restricts
those fields.

Setting up Report Groups

In the Central Administration domain, Report Groups can be setup using either the Provider/User
Manager or using the Advanced Security Options button on the Administrative Options screen. The
following example uses the

User Group Admin Advanced Security Options
Group Admin fitoup Name || button.

Default User Group
FIl Restricted Group .
- ] e e Choose Advanced Security
F2: Edit Group Permizsions .
Options from the
Del: Delete Group

Administrative Options
Ezc: Cloze

menu, and then choose

User Group Admin
(Reports) from the Advanced Security Options menu. A new screen will open. On the left side of the
screen are the links to the available actions, Add, Edit or Delete Group. On the right is the list of Group
Names. To begin there are two groups, Default User Group and Pll Restricted group. Highlight the PlI
Restricted Group and choose the Edit Group Permissions link or type the F2 key. A new screen will
open.
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This is the screen used to set up
the User Group restrictions. In
this screen shot there are already
some fields that have been added
to the list that will be in the PII
Restricted Group.

To add more fields, such as Zip
code or address, highlight those
fields in the available fields list on
the right. Then click the Add to
Template button. To remove
fields from the restricted list,
highlight the fields on the left and
click on the Remove button.

The red Group Name indicates
that this is a built-in Restriction
Group. The Group Name cannot
be changed for built-in groups,

User Group Restricitons - Report Fields

F1- Save Esc - Close

Group Neame: [

Fields in Group:

Fitter Text:

10/10

T Field Name
Age

Age at Begin Date
Age At Date

Age at Enrollment
AgeGroup

First Name

Last Name
Middle Name
Name

URN

Remove
S5

<< Addto
Template

Available Fields:

Filter Tesd: 6/6

T Field Name
Address

City

Gender
Phone

State

Zip

and the group cannot be deleted, but users are still allowed to define which fields are included in the

group. There are two built-in Restriction Groups in CAREWare:

The PII Restricted Group only has a limited number of available fields — those that are relevant Personal
Identifying Information. Note that this group also defines what fields are hidden when Hide PII Fields is

selected for canned reports.

The Default User Group is automatically added to any new user that is added to CAREWare. This is a

useful security feature that allows a site to, by default, limit access to report data for all new users. If a

site does not wish to have default restrictions, they can simply add no fields to this group. It comes with

no restricted fields to begin with.

When satisfied with the selections of fields to be restricted in the Pll group, click on the Save link or type

the F1 key. The PIl Restricted Group is now saved and the User Group Admin screen will appear again.

To add a new Report Restriction group, click on the Add New Group link or type the F1 key.

rUser Group Admin

GroupAdmi

JAudd Mew Groyg

F2: Edit Group Permissions

Del: Delete Group

Esc: Close

Group Mame

Default User Group
Pll Restricted Group

Page 14 of 23



User Group Restricitons - Report Fields

F1-Save Esc-Close

Group Name: SemiRestricted

Fields in Group: Available Fields:
Fitter Texd: 1/1 Filter Text: 4 /448
nam
T Field Name T Field Mame
Middle Name First Name
Last Name
MName
Phys. Name
<<« Addto
emplate

Remove
B

Type in a label for the new group in the Group Name box. This one says SemiRestricted.

To find a particular field in the available fields list, type part of its name in the Filter Text box, as in the
example above. Select the fields and then click Add to Template. The selected fields will be moved to
the list of fields in the group on the left.

Here is the new Report Restriction Group labeled SemiRestricted after the Add to Template button has
been clicked. In this example, only the names of clients are restricted (so far).

The list of available fields on the right is UserGroup Restrcitons - Report Fields

only showing the Physician name |m Eso=Closs

because “nam” has been typed in to e b SenResticed

the Filter Text box and all the other Pieds In Group " Aualeble Fields o
name fields have been moved to the S — ”:mﬁem —

restricted list. When the text in the Fr e Phys. Name

filter box is removed the full list of Ve fiame

available fields will appear again.

When satisfied with the list of fields

that will be restricted in this

SemiRestricted group, click on the Save

link or press the F1 key.

The Default Restriction group has no fields restricted. If you want to add restrictions to this group, it is
done the same way as has been described for the Pll Restricted Group and the new group created as in
the above example (SemiRestricted).

Page 15 of 23




To delete a Report Group from the list, highlight the name of the Report Group, and click the Delete
Group link or type the Delete key. A Confirm Delete window will appear asking Delete the selected
Group? Click OK to delete or Cancel to stop the deletion process.

When finished setting up report groups, choose the Close link or type the Esc key to return to the
Advanced Security Options menu. Click Close on that menu to return to the Administrative options

screen.

Now it is time to assign report groups to
the users at the various Provider
Domains. Inthe Central Administration
domain this is done through the
Provider/User Manager. Open the
Provider Domain under the Real-Time
Providers section and expand the Users
list. Highlight the name of a user and
right-click. From the right-click menu,
choose Manage Report Field Restrictions.

z.;a Provider/User Manager

Esc: Close

Filter Text:

B4 PAHIV Services
-0 Users

User Groups
User Permissions

Export Adaptors

- Group Permissions

- €% BECKIB (BISHOP. BECK])
- €% CWTEMP (TEMP, CW)
€
€% REGIONAL {Admin, Regg
€% TESTERT{ONE, TESTE|

5 PAHIV Services Permissions

Edit User Info

Remove User

Replace User Permissions With Group Permissions...

Add Group Permissions to User..,
Change Password For User

Reset Security Challenges For User
Manage Report Field Restrictions

Lockout User

This will open a new screen where the various report groups that have been established can be assigned

to the user. (Report group assignment to users can also be done by Provider Administrators through the

User Administration button).

The Report Field Restrictions screen allows an administrator to assign a particular report group

restriction to the user. In

Report Field Restrictions -

the example on the right, Fl-Sae Esc-Close |
the user belongs to the User  BECKIB (BECKI BISHOP)
Default User GI"OUp, Current Groups F3 - Remove Group Effective Restrictions:

Group MName | Filter T ext:

showing in the Current Defoul Uset Brom
Groups list in the top left
box. This group has no field
restrictions so none are
showing in the Effective
Restrictions box on the right

of the screen. The available

Awailable Groups:

E2 - Add Group to Uzer

Group Mame

report restriction groups
SemiRestricted

that can be used are in the Pil Restricted Group

Available Groups list on the
bottom left side of the
screen.

In the next screen shot, the

0/0 ‘

1 Field Mame Group
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administrator has chosen to change the Report Group assignment for this user by highlighting the Semi
Restricted group and clicking the Add Group to User link.

i a |

F1-Save Esc - Close

User: BECKIB (Becki Bishop)

Current Groups:  E3 - Remove Group Effective Restrictions:
Filter Texdt: a4/4

Group Name

SemiRestricted

T Field Name Group
clientMame SemiRestricted
firstName SemiRestricted
lastMame SemiRestricted
middleMame SemiRestricted

Available Groups: F2-Add Group to User

Group Name

Pl Restricted Group
Default User Group

(It is possible to add more than one group to a user at a time, thus accumulating fields that are
restricted). In the example above, the administrator removed the Default User Group by highlighting it
in the Current Groups box and clicking the Remove Group link. The end result is that the user’s
restrictions are as defined in the SemiRestricted group. The fields that are restricted now show in the
Effective Restrictions box. The Group column in this box shows which group the restrictions come from.

When satisfied with the report group restrictions applied to the user, click on the Save link or type the
F1 key. Repeat the group assignment process for each user whose access to fields in reports is to be
restricted.

Each user will be assigned the Default User Group to begin with. If the Default User Group is left with no
restricted fields in it, then users with that Group assignment will have no report field restrictions.
Administrators may want to add restrictions to the Default User Group so that every new user starts out
with report field restrictions.
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Administrative Options

User &dministration

Frovider/User Manager

Emploves Setup

Custom Features

Sustem Information

LContracts

Clinical Encounter Setup

HOPwA Setup (Beta)

Change Pravider Logo

Scheduler Setup

HL7 Client Mapping

Begimen Setup

Export Menu

FPharmacy Supplier

Performance Measures

Back to Main Menu

Provider Administrators will be able to perform
various administrative tasks related to users
either through the User Administration button on
the Administrative Options menu or through the
Provider/User Manager, also found on the
Administrative Options menu.

Choosing the User Administration button opens a
Provider User Administration screen with a list of
users on the right and a list of available actions
on the left. The available options are Undo User
Lockout, Change Password, Clear User Security
Questions, and Report Field Restrictions.

=
Provider User Administration

User Administration

F1: Undo Uzer Lockout

F2: Change Pazsword
F3: Clear User Securnity Questions

F4: Report Field Bestrictions

Ezc: Cloze

—]
Filker:
zer 1D Lazt Mame Firzt Mame
€ CWTEMP TEMF L
ﬁ BECKIB BISHOF BECKI

To give the user a Report Field Restriction assignment, highlight the user name in the list and click on the

Report Field Restrictions link or press the F4 key. The same screen as appears for the Central

Administrator will appear (shown on the previous page) and it works the same way. The available

groups are in the bottom left box, the assigned group is in the top left box, and the restricted fields

(based on the report group assigned) show in the box on the right.

How Report Restriction Groups Effect Custom and Canned Reports

What is the result once the Report Field Restriction Groups have been established and users are

assigned to the groups?

In canned reports (those that are built in to CAREWare), if the user has PlI fields restricted, the fields

defined as part of the PIl Restricted Group (see above) will show up in the report as an asterisk. The
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eURN (encrypted URN) will be added to the report to have a means of identifying the individuals

without revealing their names.

Reports - No Service in X Days

This report lists clients who have not received a service in the specified categon) or a particular subzervice within the supplied number of days. If
wou do not zelect a subzervice or service category, the report will be run on all services

Data Scope:

-

+ Service Category " Subservice Type

|Medica| Cage Management ﬂ

Mumber of Days:

,807

Report Filter:

™ Apply Custorn Filter
=

Bun Report LCloze ‘

Edit Filter

Reports - Ho Service in X Days

This report lists clients who have not received a service in the specified categary or a particular subservice within the supplied number of days. If
you do not select a subservice ar service categary, the report will be run on all services.

Data Scope:

-

+ Service Category " Subservice Type

‘Mad\cal Case Management j

Mumber of Days:

—

—

Report Filter:

I tpply Custom Fiter Edit Filker

v Hide Personal Identifying Information

Clients With no Service in 90 days.

Data Scope:  TEST CM PROVIDER

Report Criteria:
TEST CM PROVIDER
Medical Case Management

Provider:
Service Category:

Last qualifying
service:

at least 90 days ago.

Enroliment Status: active or unknown.

Name: URN: eURHN: Last Service Date: Provider:
* ® FweOwe S SH 12007 TEST CM PROVIDER
* * laniFjlhk

Number of Records 2

*_ Restricted Field (Count is unduplicated across providers)

Each canned report screen
has a check box that says
Hide Personal Identifying
Information. For users with
Pl report restrictions the box
is checked and grayed out so
it cannot be unchecked.

This screen shot gives an
example, using the No
Service in X days report. The
Hide PIl check box is checked
and cannot be changed by
the user. The report can
otherwise be set up as
desired.

If a user does not belong to a
report group that restricts the
display of Pll in reports, the
Hide PII check box is still
available, and the user may
choose to check it or not as
shown in the screen shot to
the left.

When the Run Report button
is clicked, and the Hide
Personal Identifying
Information box is checked,
the report will not include PII.

Each field considered PIl will
be represented by an asterisk
instead, as illustrated by this
screen shot of a canned
report.

The encrypted URN (eURN) is
added to the report to
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identify the client instead.

For Custom Reports, the user with Pll restrictions can choose Pl fields when designing a report, but
when the report is run it uses asterisks in the place of those fields, just as is done in the canned reports.

Global User Account

In the original design of CAREWare, all Central Administration users were able to view client records
across all providers, run reports across all provider domains or for an individual provider, and complete
various configuration tasks on behalf of the Real-Time Provider Domains when logged in to the Central
Administration domain. This full access to all data in the Central Administration domain will now be
specifically granted through a new “Global User” permission. (The Global User permission will be
automatically granted to all current Central Administration users upon installation of the new version of
CAREWare).

The Global User permission is found in the Administration Permissions group in the Advanced Security

F1- Save Esc: Close Filter Text: 2/132
\Sec
- Central Administration T Pemission | Pemission Section | @ Pemission Group | status |
1=-43 Central Administration's Users and Pemissions 52 Global User Advanced Security Options Administration Grarted
B Users < Secunty Question Admin Advanced Securty Options Administration Granted

{ B BECKIB (BISHOP, BECKI)
: -4 Hffective Permissions
7 Groups

[} Individual Pemmissions
€ CWTEMP (TEMF, CW)
€ HELPDESK {Desk, Help)
i B KKELP {Kelp, Kathy)

Options Section. To find it quickly, begin typing the word Security in the Filter Text box as shown in the
screen shot below.

It is now possible to remove the Global User permission from Central Administration users and restrict
the scope of data they may view in the Central Administration Domain. When the Global User
permission is turned off for a user, access

£ Provider/User Manager

N — Filter Text to data in the Central Domain will be
Sec
58 Ceriral Admirstation T Pemission Permision Secton based on the User/Provider assignments
E-88 Certral Administration's Users and Permissions e Global User fichrancad Sacurity Options. L. .
et e < Secury Queston A Revoke P Opions granted to the Central Administration

[E] -6} BECKIB (BISHOP, BECKI)

Grant Sectien
€ Effective Pemissions .
£ Gowps Revoke Section users through the Provider/User
-] Individual Permissions Grant Group
1 CWTEMP (TEMP, CW)
o E HELPDESK (Desk. Help) Revoke Group Ma nager.
- KKELP (Kelp. Kathy)
(- REGIONAL (Admin, Reggie)
€ TESTER1 (ONE, TESTER)

=

-

To revoke the Global User permission

from a Central Administration user, right-click on the Global User permission in that user’s permission
list, and choose Revoke from the right-click menu.
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> The open book (symbolizing a granted
=2 Provider/User Manager Lo .
— — Flier Toxt permission) will change to a closed red
T book (symbolizing the permission is not
R Certtral Administration
+] M Central Administration’s Users and Permissions granted)'
Real-Time Providers
Store And Forward Import Providers Once the Global User permission has
-~ HL7 Import Providers
(=148 Provider User Groups been revoked from a Central Admin
O ] User/Provider Assignmass ,
View Provider User Assignment user’s account, save the changes made
Il“ by clicking on the Save button. Now

this user’s rights in the Central

’ , Administration domain can be further
Provider/User Assignment restricted through the User/Provider

Assignment section of the

E-43 User/Provider Assignment .
-4 BECKIB(BISHOP, BECKI) (8) Provider/User Manager.
B CWTEMP(TEMP, CW) (5)

- {% Central Administration

- AIDS Program Michigan

o0,

Open the User/Provider Assignment
section by highlighting and double

A, Mergy clicking on it or by right-clicking and
- PA HIV Services

- M Saint Marys Health Care
i Test Assignment.

HELPDESK(Desk GoTo

choosing View Provider User

-6

- KKELP(Keb. Kath o W Expand the list under the Central

-4 PAHSADMIN(Adn o .

- REGIONAL{Admin, Reggie) ) Administration User whose

D"'& TESTERONE, TESTER) (8) User/Provider Assignment is to be

~-Hid Inactive Users
changed.

Dat_a_sa*.fed on the server; The addition of CWTEMP to Close X ,
Visiting Nurses = This screen shows CWTEMP’s current

User/Provider assignments. To
remove access to Visiting Nurses data, highlight the domain name and right click. Choose Revoke from
the right-click menu.

(The Go To choice would open the domain’s User list in the Central Domain, with CWtemp’s User name
highlighted. The administrator could then grant or remove permissions for CWtemp in the Visiting
Nurses domain. These permissions could allow CWtemp to directly login to the domain. The act of
revoking rights to the Visiting Nurses domain will remove any previously granted privileges CWtemp had
to that provider domain).

Click Yes on the Quality Check screen to revoke all privileges and remove CWTEMP from the Visiting
Nurses domain.

When CAREWare finishes revoking the privileges and saving the changes, the Provider/User Assignment
screen will reappear. There will now be a red X icon by
Quality Check ] the Visiting Nurses domain name for CWTEMP, just as
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there is for jProg ADAP, Mercy Health Care and Mercy Health Partners in the above screen shot.

CWTEMP now only has privileges at AIDS Program Michigan, Saint Marys Health Care, and PA HIV
Services provider domains and to the Central Administration domain. The user BeckiB still has the
Global User permission in the Central Administration domain, and has also been granted rights to all the
Provider Domains in the CAREWare network. These two Central Administrators now have very different

capacities to see and use the data in the Central Administration domain and in the individual Provider
Domains.

CWTEMP will be able to view client data and run reports (Custom, Financial, RDR, Performance
Measures, etc.) only for the three provider domains that have been granted to that user account. But
BeckiB will be able to view all client data across all Provider Domains and run reports for all domains
individually or as a group. She can also login as a user in each Provider Domain.

Search Results
Search results for criteria; Last Name Like ‘BAKER', Active Clients Cnly.

L..| First Name | Client ID | Client URN | Client EURN | Provider |
B_|Able [ |ALBKID20731U  [j62fernu | Program Michig

B.. Able ALBEI0Z20731U i621feru PA HIV Services

BE... Flossie FOBKOB14002U chy¥bS0zn AIDS Program Michigan

B.. Paulette 2028 FUBO03055321 S WOy PR Saint Marys Health Care

E... Brenda 7581 BEBSO731612U t¥jizDmU5 Sairt Marys Health Care

B... David 705 DVBS1113681U uWzHW1dWo Saint Marys Health Care

Forms | Details | Modify Search Mew Search Cloze

This screen shot shows what CWTEMP will see when searching for client records. Only client records
from the three provider domains assigned to CWTEMP will be available when doing client searches. If

Central Administrator BeckiB searches client
_

'iE-' Provider/User I".-'Ianage- records, data from all provider domains that

match the search criteria will appear in the
F1: Save Esc: Close Search Results list.

£

El--. Central Administration The screen shot below shows that CWTEMP’s

" Central Administration’s Users and Pemissions view of the Providers in the Real-Time Provider
-85 Real-Time Providers

"% AIDS Program Michigan list in the Provider/User Manager only includes
ﬁ P& HIV Services the Provider domains that have been granted.
M Saint Marys Health Care The other Real-Time Providers don’t even show
@( Inactive Real-Time Providers u
-4 Store And Forward Impart Providers P
|| ----- g5 HLY Import Providers
-7 Provider User Groups

-4 User/Provider Assignment
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This means that CWTEMP will only be able to perform Central Administration tasks for these three
domains. CWTEMP could be a Regional Administrator with these permission settings.

Restricting Central Administration user accounts will provide more privacy for Providers and for clients.
Advantages of a restricted centralized database will be realized by the Regional Administrators in
accessing aggregate reports from providers within their respective regions.

Copying Custom Reports

You can copy custom reports and send them to other providers and users, just as you can with
Performance Measures.

Exporting:

1. In custom reports, select a report that you want to copy and send to another user. Click on Export
To File, as shown here:

tedical vizits with Mo insurance Demographics Cuztom

Mizzing 2010 Insurance Demographics Cuistarn Imnpart Framm File

Mizzing clinical data for BSHE Demographics Cuztom
Mizzing Demoaraphic D ata for 20010 RSA Demographics Custom H Export Ta File
Mizzing RDF Demagraphics Dermagraphics Cuztarn 2

2. Save the file to a location that is easy to find. Leave the file type as XML, but provide any file name
that makes sense.

Importing:

When you import a file from another user, simply select that file and click “Import From File.” If the
custom report you are importing contains a custom field that your system does not recognize, you will
receive the following message:

Quality Check

There are fields in the import file that cannot be loaded because they do not exist on this syskem, Typically, these are custom fields that exist on the syskem
where the expart was created. Do you want ko continue the import anyway?

Yes Mo |

You can still import the report, just remember that you may need to edit or simply check the field
selections and/or filter. Actually, that’s probably a good thing to do anyway.
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